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1. Appreciating data’s important role in your business
2. Understanding the current regulatory landscape
3. Recently enacted data privacy laws
4. Pending privacy legislation
5. Actionable recommendations

Appreciating the Importance of Data
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How Data Can Drive Revenue and Enhance the Consumer
Experience

4

Business
Analytics

Targeted
Advertising

Geo-location

Cross-brand
Advertising

Real-time
Notifications

Operational
Efficiency

Current Regulatory Landscape
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Privacy Laws
HIPAA
FCRA

• Health Information Portability and Accountability Act
• Regulates health information
• Fair Credit Reporting Act
• Regulates credit reporting

GLBA

• Gramm-Leach-Bliley Act
• Regulates the non-public information individuals give to “financial institutions”

DPPA

• Driver’s Privacy Protection Act
• Regulates personal information from motor vehicle records
• Controlling the Assault of Non-Solicited Portography and Marketing
• Regulates the use of electronic mail messages for marketing and transactional purposes

CAN-SPAM
GDPR
CCPA / CPRA
LGPD
TCPA
VCDPA
CPA

• General Data Protection Regulation
• Regulates the personal data on individuals located in the European Econimic Area
• California Consumer Privacy Act
• Regulates the data of California residents
• Lei Geral de Proteção de Dados Pessoais
• Regulates the data of individuals located in Brazil
• Telephone Consumer Protection Act
• Regulates telemarketing, telephone solicitations, and facsimile advertising.
• Virginia Consumer Data Protection Act
• Regulates the personal data of Virginia residents
• Colorado Privacy Act
• Regualtes the data of Colorado residents

A Fork in the Road
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Fair Credit Reporting Act (FCRA)

• The FCRA governs the use, rights, and obligations of
consumer reports (e.g., reports used for credit,
insurance, employment or other statutorily-enumerated
permissible purposes)
• Among numerous other requirements, the FCRA
provides consumers certain rights including:
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–

The right to access their consumer file;

–

The right to dispute information;

–

The right to correct or delete inaccurate
information; and

–

A private right of action.

FCRA Is A Privacy Statute
Other rules under the FCRA

Affiliate
Marketing Rule

Disposal Rule

Cross-Selling
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• Under Section 624 of the FCRA, consumers have the right to “opt-out”
of affiliates’ marketing regarding consumer reports.
• When applicable, this opt-out right must be included in financial
institutions’ GLBA Privacy Notice.
• Governs the proper disposal of information contained in consumer
reports.
• Proper disposal practices are reasonable measures that prevent the
unauthorized access or use of information contained in the consumer
report.
• Section 604 governs permissible purposes for which a consumer report
may be obtained and used.
• Cross-selling is not listed as a permissible purpose without obtaining
express written consent, pursuant to Section 604(a)(2).
• A well written, clear, and specific agreement may grant a company the
ability to cross-sell.

State Data Breach Laws
•

There is currently a patchwork of state data breach laws for when information is accessed without authorization. Those
breach notification laws often provide specific, and very quick, notification requirements.

•

It is important to know where the data subjects are located to understand which laws apply.

•

These laws differ with regards to:
– When you have to notify;
– Who you have to notify;
– How you have to notify;
– Whether there is a private right of action;
– Whether encryption is a safe harbor; and
– Whether the law applies to non-electronic data.

•

Risk of Harm Analysis
– Some data breach notification laws allow companies to look at the situation on hand and make a determination on
whether the data breach is likely to cause harm to the data subject; if it is likely to cause harm, a breach notification
must be sent to affected consumers and vice versa.

Data Breach Relates to Privacy
•

The 2021 edition of IBM’s “Cost of a Data
Breach Report” concluded that the average data
breach cost about $4.24 million.
•

•

This report also concluded that the per record
cost of a breach rose from $146 in 2020 to $161
in 2021.

•

In recent years, sensitive data holdings have
made property managers a more popular target.
•
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This figure takes into account the costs of
detection, response, notifications, and lost
business

Attackers are often targeting sensitive
data, including SSNs, driver’s license
numbers, and bank account information.

California Consumer Privacy Act (CCPA)
Enforcement began on July 1, 2020
First state comprehensive privacy law
Who does it apply to?

What are the notice
obligations?

Who can enforce the
CCPA?

• For profit business
entities in CA that have:
• Gross revenue of at
least $25 million
• Receives or shares
data from more then
50,000 consumers,
households, or
devices
• More than 50% of
revenue from the sale
of PHI

• Must provide a “Notice
at Collection”
• Employee data is not
exempt from this
requirement, even
under the temporary
exemption.
• Must provide a
CCPA-compliant
Privacy Policy to both
customers and
employees

• The California Attorney
General
• 30-day cure period
• There is a limited
private right of action
for data breaches of
non-encrypted and
non-redacted personal
information.
• Similar private rights
of action are available
under other state data
breach laws.

What consumer rights
are provided?
• Access personal data
held on them
• Remove/delete their
personal data
• Opt-out of the sale of
their personal data
• Be free from
Discrimination

CCPA: Practical Example
• In order to receive updates on available apartment units, a
prospective renter from Los Angeles, California provides their
name, email address, and phone number via an online form.
– Under the CCPA, the business collecting this
information must provide a comprehensive online
privacy policy covering the categories of personal
information collected as well as the intended purpose
of this data collection.
– The business is also required to provide the renter with
the right to request access and/or deletion of this
information.
• Transferring this information to third parties in exchange for
any form of “valuable consideration” may constitute a “sale”,
in which case the business would also need to provide the
renter an opportunity to opt-out of such transfers.
– For example, swapping contact lists with a separate
nearby business would constitute a sale.

CCPA Litigation Example
Hayden, et al. v. The Retail Equation, Inc., et al., No. 20-01203 (C.D. Cal. May 4, 2022)
1.
2.

Court granted Defendants’ motion to dismiss Plaintiffs’ CCPA claim
Holdings:
a. Any CCPA claims based on conduct that occurred prior to the operative date of the CCPA
must be dismissed – CCPA does not contain an express retroactivity provision;
b. Private right of action under the CCPA is limited to specific provisions of the Act (section
1798.150(a)); and
c. Section 1798.150(a) is inapplicable as it requires a plaintiff to show that “nonencrypted
and nonredacted personal information” was “subject to an unauthorized access and
exfiltration, theft, or disclosure as a result of the business’s violation of the duty to
implement and maintain reasonable security procedures and practices appropriate to the
nature of the information to protect the personal information.”

Recently Enacted Privacy Laws
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The California Privacy Rights Act
(CPRA)

•

On November 3, 2020, California voters approved
California Privacy Rights Act via the ballot proposition
process.
–

This ballot proposition was proposed by
“Californians for Consumer Privacy”, which is
the same organization that drafted the CCPA.

•

The CPRA is set to take effect on January 1, 2023.

•

The CPRA significantly amends the CCPA,
expanding the scope of this legislation and creating
new compliance obligations for covered entities.
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California Privacy Rights Act (CPRA): Noteworthy Changes
•

The CPRA expands existing opt-out rights
applicable to “selling” data to also cover
“sharing” for purposes of “cross-contextual
advertising.”

•

Establishes new protections for “sensitive data”
which is defined to include various data
attributes such as financial account information
and precise geolocation data.

•

Establishes the “right to correct” inaccurate data
(similar to the GDPR’s right to rectification).

•

The CPRA creates a new regulatory agency
called the “California Privacy Protection
Agency.”
–
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The expectation is that this privacy-focused agency
will lead to more robust enforcement.

CPRA: Draft Regulations
•
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A preliminary round of draft regulations was
released on May 27, 2022.
•

The proposed regulations cover many of the
CPRA’s new requirements including requests
to correct, the right to opt-out of “sharing” for
purposes of cross-contextual beahvioral
advertising, and the right to limit the
processing of sensitive information.

•

Cybersecurity audits, privacy risk
assessments, and automated
decision-making were not fully addressed in
the first wave of draft regulations.

•

The CPRA regulations will likely not be
finalized before the statute’s effective date.

CPRA Preparation & Timing Roadmap (Sample)

Effective Date
– 1/1/2023

The remediation roadmap below provides a phased approach to implementation of the 10 action items.
Phase 1 (2022) – Data Mapping and Vendor
Inventory

Phase 2 (2022) – Policy and Training Development
2.Scope and Update Privacy Policies (Consumer/B2B & HR)

Notice & Choice

1.A Inventory Sale and Share of Personal Information

Phase 3 (2022-2023) Rollout
2. Distribute Policies/Notices

1.B Build/Modify Do Not Sell or Share Button/Opt-Out (incl. cross context OBA/AdTech)

5. Update Data Subject Request Procedures and Record Retention Policy
6. Update Incident Response Plan and Security Policy

Individual Rights
7. Review Pricing Guidance & AI Discrimination, as
applicable
3.A. Update Data Classification/Mapping for Sensitive
Personal Information and Modified Definition of PI

Processes

4.A Identify Third Parties Receiving CA Data

3.B. a High-Risk Processing Audit Procedure
[Align with DPIA for GDPR and China’s PIPL]

4.B Supplement & Update Contracts (as needed) [Align with DPA and EU SCC efforts required for 12/27/22]
8. Define Responsibility & Update Charter

Other
Considerations
(Optional)
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9. Develop & Distribute Workforce Training
10. Conduct Training for DSR and IR Simulation Exercises

Arrows represent key dependencies on other initiatives

-- -- -- Dashed boxes indicate optional and as needed action items

The Virginia Consumer Data
Protection Act (VCDPA)
•

The VCDPA passed with strong bipartisan
support, and was signed into law on March 2,
2021, and is set to come into effect on
January 1, 2023.

•

The VCDPA incorporates numerous concepts
from the CCPA; however, as a general matter
this law is considered to be more
business-friendly.
–

•
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For example, the VCDPA includes a
broad entity-level GLBA exemption.

Since its adoption, the VCDPA has been the
most popular “model law” in state
legislatures.

The Colorado Privacy Act (CPA)

• The CPA was enacted on July 8, 2021, and is
set to come into effect on July 1, 2023.
• The CPA is based almost entirely on the
VCDPA, with a few noteworthy differences:
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–

Requires that businesses implement a
user-selected universal opt-out
mechansiim by 7/1/2024.

–

Right to cure violations is 60 days
(CDPA provides 30 days); however, this
right expires on 1/1/2025.

–

Can be enforced by local district
attorneys in addition to the AG.

Utah Consumer Privacy Act (UCPA)

• The UCPA was signed into law on March 24,
2022, and is set to go into effect December 31,
2023.
• The UCPA closely mirrors both the VCDPA and
CPA; however, there are a few noteworthy
differences.
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–

There is no consumer right to request
the correction of personal data.

–

Consumer consent is not required prior
to processing sensitive data of adults.

–

There is no data protection risk
assessment requirement.

The Connecticut Data Privacy
Act (CDPA)
• The CDPA was enacted on May 5, 2022,
and is set to come into effect on July 1,
2023.
• The CDPA most closely resembles the
Colorado Privacy Act.
• Information controlled or processed
solely for the purpose of completing a
payment transaction is exempted, which
uniquely differs from other state laws.
• Includes a 60-day right to cure provision
which will sunset on December 31, 2024.
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Pending Privacy Legislation
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2022 Legislative Session Outcomes
• During the 2022 legislative year, roughly two-thirds
of states have considered comprehensive privacy
legislation. The current status of these bills is as
follows:
• 2 states have successfully passed bills (UT and
CT);
• 8 states with active sessions are still considering
privacy legislation (including New York, Michigan,
and Ohio); and
• 20 states have wrapped up sessions without
passing legislation.
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Statistics and Trends
• Current Takeaway: While the final results of this
year’s session remain unclear, last year’s trends of (1)
bills failing due to private rights of action and (2) less
stringent legislation passing quickly in states that have
not previously focused on privacy legislation seem to
have carried over into the 2022 session.
• Noteworthy failed bills (time ran out on each state’s
respective legislative season)
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–

Florida - HB 9

–

Washington - SB 5062 and HB 1850

–

Wisconsin - AB 957

–

Indiana - SB 358

–

West Virginia - HB 4454

Actionable Recommendations
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Implement the Fair Information Practice Principles (FIPPS)

Transparency
Accountability
and Auditing

Individual
Participation

Purpose
Specification

Security

Data Quality
and Integrity

Data
Minimization
Use Limitation

Utilize the NIST Privacy Framework – Near- to Long-Term Action Items

Compliance – 10 Key Implementation Steps
1.

Updated (or New) Global Privacy Policy and HR Privacy Notice (to satisfy CCPA/CPRA requirements and industry common practices).

2.

Updated Data Subject Request Procedure (to address CPRA new and amended rights requirements and exceptions to handle data access,
deletion, and “do-not-sell or share” requests, leveraging GDPR procedures).

3.

Updated (or New) Vendor Contract Template Provisions/Data Processing Addendum (DPA) Template (for downstream vendors,
incorporating required CPRA, CCPA and GDPR provisions and tailored for your business, as needed). Most companies are also updating for
new EU SCCs, UK Addendum and other country transfer requirements aiming for EU 12/27/22 deadline.

4.

Analysis of “Sold” or “Share” under CPRA (reviewing use of cross-context OBA/AdTech/tracking technologies and/or sharing of personal
data that might constitute a sale or share and require an opt-out under).

5.

Updated (or New) Privacy Awareness Training PPT (addressing CPRA, CCPA, GDPR and other regulatory and industry practices).

6.

Updated (or New) Security Policy and Incident Response Plan (addressing CIS 18 “Reasonable Security” changes and mandated timing,
notification and other requirements of the CCPA, the 50 US state laws, the GDPR and other key global laws).

7.

“Reasonable Security” Worksheet (a document for a company to document its controls in an effort to defend itself against data breach class
action claims under the CCPA. Often a map to CIS 18, ISO, NIST, PCI or other framework.

8.

Update or Develop Record Retention Policy and Schedule. Update retention policy and schedule in line with new retention disclosures
required in the privacy policy (that already incorporates GDPR and CCPA requirements.

9.

Establish a High-Risk Processing Audit Procedure. This can be easily aligned with GDPR Data Protection Implementation Assessment
(DPIA) existing requirements/procedures.

10.

Inventory Data. Inventory for sensitive data, retention, new HR/Workforce and B2B rights notices and vendor DPA global roll-out.
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